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IT/OT Convergence Insufficiency
The gathering storm

It Is not doublethink if you agree
Applying a Security Framework

1. Key Requirements

2. Leveraging the fundamentals

Choosing the proper approach
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Convergence Insufficiency

Convergence insufficiency is a condition in which your eyes
are unable to work together when looking at nearby objects.
This condition causes one eye to turn outward instead of
iInward with the other eye creating double or blurred vision.

IT/OT convergence is challenged by conflicting philosophies,
priorities and practices within each group.

Thankfully P(A or B) = P(A) + P(B)

Not Mutually Exclusive
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The Perfect Storm

A confluence of trends
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IT/OT convergence T OT is no longer isolated
Adoption of IloT T more devices in more places
Heterogeneous audience i more people with access credentials

Increased targeting of OT - an funsecuredoattack surface
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Cybef Attac_ks on C_ritical !nfrastructure
A Historical Timeline

Wannacry
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Dragonfly Steel Mill Attack VPNFilter
Alert (TA18-074A)
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The Most Recent Recurring Attack

LockerGoga

12032019

Warning:

Cyber Attack Against the Hydro Network.

Please do not connect any devices to the Hydro
network. Do not turn on any devices connected
to the Hydro Network.

Please disconnect any device (Phone/Tablet etc.)
from the Hydro Network.

Await new update
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First seen In
January

Reemerged in
March and took
down one of the
largest aluminum
producers

Reemerged in April
again to take out
Hexion and
Momentive
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Critical Infrastructure Is More Than You Think
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Vulnerabilities and Gaps
In Your ICS Network

No Visibility
IT/OT Convergence & into OT Networks
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I TheTechnicaMental Gap Between IT and OT
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Technical

A Data vs Operations

APCs vs SCADA / DCS

A standard vs Proprietary
A Secured vs Naive Devices

ANo, you cand
connect to the
furnaces from

our homeo
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Mental

ANo, | cand
just restart

the turbineo
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