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About the Presenters

Senior Solutions Architect with over 
20 years of experience in experience 
in Pre and Post Sales Engineering, IT 
Infrastructure Management, Security 
Audit, Assessment and Design, 
Network Management, System 
Administration and Technical Support. 
Expertise in information security, 
information systems audit, project 
management, change management, 
technology planning, and risk 
management.
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IT/OT Convergence Insufficiency

The gathering storm

It is not doublethink if you agree

Applying a Security Framework

1. Key Requirements

2. Leveraging the fundamentals

Choosing the proper approach
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Thankfully P(A or B) = P(A) + P(B)
Not Mutually Exclusive

Convergence Insufficiency

ÅConvergence insufficiency is a condition in which your eyes 
are unable to work together when looking at nearby objects. 
This condition causes one eye to turn outward instead of 
inward with the other eye creating double or blurred vision.

ÅIT/OT convergence is challenged by conflicting philosophies, 
priorities and practices within each group.
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The Perfect Storm
A confluence of trends

ÅIT/OT convergence ïOT is no longer isolated

ÅAdoption of IIoTïmore devices in more places

ÅHeterogeneous audience ïmore people with access credentials

ÅIncreased targeting of OT - an ñunsecuredò attack surface



Copyright © 2019 Indegy

LockerGoga

Shamoon3

VPNFilter

Wannacry

Triton

Op Ghoul

Petya

Black Energy

Industroyer

Havex

Red October

Shamoon

Dragonfly

Stuxnet

Aurora

2019

2018

2017

2016

2015

2010

2011

2012

2013

2014

Cyber Attacks on Critical Infrastructure

A Historical Timeline

Steel Mill Attack

Alert (TA18-074A)

Night Dragon



Copyright © 2019 Indegy

LockerGoga

The Most Recent Recurring Attack

ÅFirst seen in 
January

ÅReemerged in 
March and took 
down one of the 
largest aluminum 
producers

ÅReemerged in April 
again to take out 
Hexion and 
Momentive
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Critical Infrastructure Is More Than You Think
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IT/OT Convergence

Vulnerabilities and Gaps
In Your ICS Network

No Visibility     

into OT Networks

Outdated 
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Proprietary 

Protocols

Invisible
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No Configuration 

Tracking



Copyright © 2019 Indegy

Copyright © 2019 Indegy

Copyright © 2019 Indegy

IT/OT Convergence Insufficiency

The gathering storm

It is not doublethink if you agree

Applying a Security Framework

1. Key Requirements

2. Leveraging the fundamentals

Choosing the proper approach



Copyright © 2019 Indegy

The Technical-Mental Gap Between IT and OT

ÅData vs Operations

ÅPCs vs SCADA / DCS

ÅStandard vs Proprietary

ÅSecured vs Naïve Devices

Technical

Mental

ñNo, you canôt 

connect to the 

furnaces from 

your homeò
ñNo, I canôt 

just restart 

the turbineò
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Shodan
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Safety,Reliability & 

Availability

Confidentiality, 
Integrity & availability

Do not conflict with


